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A  Cyber  Proving  Ground 

The  Search  for  Cyber  Genius 


Lt  Col  Kristal  L.  M.  Alfonso,  USAF" 


The  search  for  cyber  leadership  has 

followed  standard  military  protocols: 
officers  with  proven  worth  in  their 
respective  fields  have  risen  to  senior  ranks 
and  assumed  leadership  positions  in  the 
"cyber  mission."  Success  in  the  traditional 
war  paradigm,  however,  does  not  necessarily 
equate  to  success  in  the  cyber  realm.  Nor 
does  military  genius  based  on  Clausewitzian 
parameters  necessarily  manifest  itself  as 
cyber  genius. 

I  propose  a  new  approach  to  unlocking 
potential  cyber  genius,  not  on  a  Clausewitzian 
battlefield  but  within  the  cyber  realm  itself. 
This  approach  derives  loosely  from  the  Army’s 
Aberdeen  Proving  Grounds  and  involves 
development  of  a  comparable  Cyber  Prov¬ 
ing  Ground  (CPG)  system.  CPGs  could  al¬ 
low  the  US  military  and  other  government 
agencies  to  discover  untapped  talent  capa¬ 
ble  of  leading  and  defending  America’s  in¬ 
terests  in  the  cyber  realm.  I  do  not  suggest 
that  Clausewitzian  genius  is  no  longer  ap¬ 
plicable  in  an  age  of  cyber  warfare,  only 
that  it  is  not  necessarily  transferable  from 
physical  battlefields  to  cyberspace.  Cyber 
genius  does  not  depend  upon  the  trinity  of 
war,  and  the  US  military  should  not  use 
Clausewitzian  standards  to  search  for  the 
Napoleon  of  cyberspace. 

Carl  von  Clausewitz  defined  genius  as  "a 
very  highly  developed  mental  aptitude  for  a 
particular  occupation”  and  used  it  to  differ¬ 
entiate  between  competent  and  great  mili¬ 
tary  commanders.1  Although  genius  is  an 
easy  trait  to  describe,  Clausewitz  asserted 
that  it  was  exceedingly  rare  and  emerged 
only  during  the  violence  of  warfare.  He 


thought  that  great  military  genius  could  not 
arise  without  the  "paradoxical  trinity"  of 
war;  specifically,  violence,  chance,  and  sub¬ 
ordination  to  policy  govern  war  and  its  mili¬ 
tary  leaders.2 

The  advent  of  the  cyber  domain,  how¬ 
ever,  defies  Clausewitzian  notions  of  mili¬ 
tary  genius  and  challenges  traditional  ap¬ 
proaches  to  command.  For  example,  the 
physical  violence  inherent  to  war  does  not 
exist  within  the  cyber  realm.  Nor  do  the  de¬ 
mands  of  traditional  war:  strength,  physical 
courage,  and  the  ability  to  cope  with  violent 
death.  The  concepts  of  cyber  and  virtual 
conflicts,  unfortunately,  seem  too  abstract 
for  many  military  leaders  to  comprehend. 
Instead,  their  responses  remain  consistent 
with  previous  approaches  to  revolutions  in 
military  affairs  (RMA):  deny  the  revolution, 
operate  as  before,  and  apply  tried  and  true 
doctrine  of  past  successful  models  to  the 
RMA  (e.g.,  one  need  only  look  at  the  evolu¬ 
tion  of  the  Air  Force).  In  cyberspace  the  US 
military  has  focused  on  domination  and  de¬ 
nial,  based  on  the  success  of  current  air, 
land,  and  sea  doctrines,  instead  of  consider¬ 
ing  more  adaptive  approaches  that  could 
warrant  greater  successes  but  at  much 
greater  risks. 

Where  Is  the  Next  Bobby  Fischer? 

Clausewitz  identified  only  two  true  mili¬ 
tary  geniuses:  Napoleon  Bonaparte  and 
Frederick  the  Great.  Both  men  demon¬ 
strated  the  necessary  coup  d'oeil,  or  strate¬ 
gic  insight,  and  the  determination  that,  ac¬ 
cording  to  Clausewitz,  defined  military 
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genius;  however,  without  actual  wars  to  re¬ 
veal  their  genius,  neither  may  have  secured 
his  place  in  history.3  War  is  a  relatively  rare 
occurrence  since  most  states  regard  it  as  a 
last  resort  of  political  discourse  between 
nations.  Therefore,  potential  military  genius 
may  go  undiscovered  since  very  few  large, 
modern  wars  have  occurred  to  test  a  multi¬ 
tude  of  military  commanders. 

In  contrast,  cyberspace  offers  numerous 
opportunities  to  discover  genius.  Instead  of 
seeking  rare  opportunities  to  demonstrate 
this  trait,  prospects  can  develop  and  engage 
in  virtual  warfare  to  challenge  their  abilities 
as  potential  cyber  leaders.  Unfortunately, 
current  military  leaders  and  the  military 
cyber  system  in  which  they  operate  ignore 
novel  ways  of  discovering  leadership  abili¬ 
ties  and  genius.  Rather,  they  adhere  to  tradi¬ 
tional  methods  of  leadership  development, 
promotion,  and  command  selection  as  the 
only  appropriate  means  for  determining 
combat  leaders.4  Although  some  services 
have  attempted  to  adopt  more  innovative 
approaches  to  recruiting  and  training  (e.g., 
America’s  Army  and  the  Air  Force  MyBase), 
a  Western  approach  to  imparting  knowledge 
remains  inherent  in  these  approaches.  Ac¬ 
cording  to  Dr.  Parker  Palmer,  the  dominant 
model  of  truth  telling  and  truth  knowing 
involves  four  major  elements  (see  figure). 


Figure.  Elements  of  truth  telling  and  truth  know¬ 
ing.  (Adapted  from  Parker  J.  Palmer,  The  Courage  to 
Teach:  Exploring  the  Inner  Landscape  of  a  Teacher's 
Life  [San  Francisco:  Jossey-Bass,  1998],  103.) 


Palmer  notes  that  the  object  is  the 
"knowledge  that  reside[s]  .  .  .  somewhere  .  .  . 
in  physical  or  conceptual  space,  as  de¬ 
scribed  by  the  ‘facts'”;  the  experts  are  "people 
trained  to  know  these  objects  in  their  pris¬ 
tine  form  without  allowing  their  own  sub¬ 
jectivity”  to  affect  the  description  of  the  ob¬ 
ject.  The  amateurs  are  "people  without 
training  .  .  .  who  depend  on  the  experts”  to 
gain  knowledge,  and  the  baffles  occur  be¬ 
tween  the  transmissions,  serving  as  the  lens 
through  which  knowledge  flows  from  the 
expert  to  the  amateur  but  usually  not  in  re¬ 
verse.5  This  model  follows  the  hierarchical 
model  ingrained  in  the  modern  US  military 
system  and  its  education  system— one  that 
creates  tremendous  difficulties  for  any  at¬ 
tempt  to  educate  and  develop  personnel  by 
using  new  methods  that  depart  from  the 
traditional  teacher-student  or  expert-amateur 
model.  With  regard  to  cyberspace  knowl¬ 
edge  and  experience,  though,  the  paradigm 
has  reversed  itself:  individuals  traditionally 
considered  amateurs  or  students,  based  on 
age  and  experience,  have  become  the  ex¬ 
perts.  Considered  digital  or  net  natives, 
members  of  the  younger  generation,  who 
have  grown  up  surrounded  by  and  using 
the  Internet  and  associated  platforms,  are 
actually  teaching  members  of  the  older  gen¬ 
eration,  who  are  digital  or  net  immigrants. 

Thus,  regarding  cyber  education,  Depart¬ 
ment  of  Defense  (DOD)  leaders  must  di¬ 
rectly  challenge  the  bureaucratic  traditions 
currently  embodied  by  the  military  services 
in  order  to  adopt  innovative  education  and 
training  techniques  that  recognize  this  shift 
in  the  knowledge  structure.  Similar  to  civil¬ 
ian  organizations  that  face  challenges  to 
their  traditional  hierarchy,  the  DOD  must 
"break  down  deep-rooted  biases  that  inhibit 
[it]  from  seizing  opportunities  to  open  up 
innovation."6  Biases  within  the  DOD's  mili¬ 
tary  command  and  control  structure  are  ob¬ 
vious,  beyond  the  traditional  education 
model  employed  by  the  services;  that  is, 
officers  must  meet  certain  education,  age, 
personal  comportment,  and  physical  re¬ 
quirements  in  order  to  be  considered  for 
command  positions.  Within  each  of  the  ser- 
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vices,  demands  for  combat  experience  also 
limit  the  pool  of  potential  commanders: 
fighter  pilots  dominate  Air  Force  leadership, 
infantry  officers  dominate  Army  leadership, 
and  blue-water  ship  commanders  dominate 
Navy  leadership.  Given  such  self-imposed 
restrictions  on  potential  leaders,  the  rarity 
of  Clausewitzian  genius  comes  as  no  sur¬ 
prise.  These  stringent  standards  should  not 
apply  to  the  cyber  domain  simply  because 
they  hinder  the  DOD's  ability  to  discover 
and  develop  cyber  genius.7 

The  demand  for  experts  in  the  highly 
competitive,  continuously  evolving  world  of 
computer  programming,  engineering,  and 
cyber  applications  remains  extremely  high.8 
The  task  of  finding  cyber  genius  and  exper¬ 
tise  continues  to  confront  civilian  organiza¬ 
tions  as  well  as  government  institutions.  In 
light  of  this  high  demand  and  the  challenges 
of  finding  and  hiring  people  with  the  re¬ 
quired  expertise,  any  organization  seeking 
to  remain  competitive  must  adapt  innova¬ 
tive  methods  for  acquiring  and  retaining 
this  talent.  The  military,  which  needs  this 
expertise  to  remain  effective  in  its  national 
security  mission,  must  seek  alternatives  to 
traditional  recruiting  and  education  methods 
that  will  facilitate  the  discovery  and  maturing 
of  cyber  genius.  If  properly  developed  and 
nurtured,  CPGs  not  only  could  mitigate  the 
rarity  of  genius  and  provide  one  method  to 
develop  it  but  also  could  produce  a  number 
of  additional  benefits.  Like  the  agoras  or 
marketplaces  of  ancient  Athens,  modern 
"ideagoras”  "make  ideas,  inventions,  and  sci¬ 
entific  expertise  around  the  planet  accessible."9 

Based  on  the  concept  of  an  ideagora, 
CPGs  could  make  diversity  of  thoughts  and 
ideas  an  asset  to  the  DOD  and  other  agen¬ 
cies.  The  ideagora  potential  inherent  in  the 
CPG  could  provide  the  next  evolution  of 
Goldwater-Nichols.10  Instead  of  having  to 
train  and  practice  in  the  real  world  at  great 
expense,  participants  from  a  multitude  of 
government  agencies  could  interact  and 
train  within  the  CPG,  which  could  easily  be 
a  joint  military  system.  The  Army's  use  of  a 
"first  person  shooter”  gaming  system  to  re¬ 
cruit  new  personnel  and  the  current  re¬ 


motely  piloted  aircraft  systems  employed 
by  the  Air  Force,  Army,  and  Navy  establish 
the  military’s  level  of  comfort  with  using 
cyberspace  to  enhance  performance  and 
mission  effectiveness.  The  CPG  could  take 
the  military  applications  of  cyberspace  to  a 
higher  level  by  incorporating  other  compo¬ 
nents  within  the  US  government. 

Just  as  participants  in  the  virtual  world 
known  as  Second  Life  interact  with  other 
players  via  financial  and  educational  appli¬ 
cations,  so  could  personnel  from  multiple 
agencies  interact  within  military,  financial, 
policing,  educational,  and  infrastructure 
applications.  For  example,  as  members  of 
the  military  engage  in  operations  such  as 
counterinsurgency,  State  Department  par¬ 
ticipants  can  simultaneously  involve  them¬ 
selves  in  establishing  government  infra¬ 
structure.  As  the  CPG  adapts  to  inputs  from 
participants,  it  can  create  new  challenges 
for  military  and  State  participants.  In  this 
example,  if  military  actions  taken  by  DOD 
personnel  result  in  collateral  damage  at  a 
nearby  school,  both  the  military  and  State 
individuals  will  have  to  seek  a  means  to 
overcome  backlash  from  the  local  population. 

This  example  illustrates  a  CPG’s  most 
obvious  benefit:  freedom  to  evaluate  a  variety 
of  participants  continually.  In  the  search  for 
the  next  cyber  genius,  a  CPG  could  allow 
the  DOD  to  test  both  nonmilitary  and  mili¬ 
tary  participants— at  minimal  cost  and  with 
much-needed  interagency  engagement.11  A 
CPG  could  quickly  cull  marginal  or  inept 
participants  and  promote  the  more  capable 
ones.  With  each  increasing  level  of  diffi¬ 
culty,  the  system  could  narrow  the  advanc¬ 
ing  fields  while  simultaneously  evaluating 
new  candidates  at  introductory  levels.  A 
system  similar  to  the  "Elo"  rating  system 
used  in  the  analog  strategies  of  games  like 
chess  and  Go  could  track  competitors,  rank¬ 
ing  and  bracketing  them  against  each  other 
within  the  CPG.  Participants  would  receive 
points  based  on  their  performance,  which 
in  turn  would  elevate,  sustain,  or  demote 
them  to  the  appropriate  level  of  challenge. 

Within  the  world  of  chess,  the  Elo  rank¬ 
ing  system  has  largely  mitigated  the  as- 
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sumptions  of  genius  built  upon  physical 
successes.  In  order  to  reach  the  level  of 
Clausewitzian  genius  in  the  more  tradi¬ 
tional  domains  of  warfare,  one  would  have 
to  demonstrate  physical  capability  in  addi¬ 
tion  to  the  mental  agility  required  of  coup 
d'oeil.  Someone  with  perceived  physical 
weaknesses,  such  as  paralysis  or  even  traits 
associated  with  gender,  could  be  dismissed 
outright  without  any  examination  of  his  or 
her  mental  ability  simply  because  of  the 
physical  demands  of  traditional  warfare. 
Chess,  however,  like  other  games  of  strategy, 
relies  upon  the  mental  agility  and  ability  of 
the  player  to  predict  an  opponent's  future 
moves  and  has  no  correlation  to  physical 
capability.  The  demands  of  cyber  operations 
more  closely  relate  to  the  rigors  of  competi¬ 
tive  chess  than  to  the  rigors  of  physical 
combat.  In  a  CPG,  the  system  could  mea¬ 
sure  participants  on  their  performance, 
similar  to  the  evaluation  of  chess  players. 

Failure  to  learn  and  adapt  could  result  in 
an  initial  denial  of  "genius”  level,  but  that 
would  not  necessarily  end  the  scenario  or 
challenge.  The  participant  could  continue 
to  interact  with  and  improve  the  system  as 
both  producer  and  consumer,  or  prosumer,  a 
term  coined  by  strategist  Don  Thpscott.12 
Even  though  a  participant  may  initially  fall 
short  of  genius-level  rating,  feedback  from 
the  CPG  could  remediate  deficiencies  of  the 
individual  or  group  and  encourage  improved 
decision-making  processes  for  future  con¬ 
flicts  on  the  cyber  battlefield. 

In  contrast  to  simulated  traditional  war 
games,  which  fail  to  replicate  the  real  expe¬ 
rience  of  war,  virtual  war  games  will  be 
nearly  identical  to  actual  cyber  warfare. 
Thus,  the  military  can  safely  examine  both 
cyber  offensive  and  defensive  tactics  in  an 
isolated  network  environment,  an  ability 
that  can  enable  the  development  of  both 
"attack”  and  "defense”  geniuses.  Further, 
virtual  fighting  within  the  CPG  would  not 
make  the  same  physical  demands  on  par¬ 
ticipants.  In  the  CPG  system,  it  will  not 
matter  how  far  or  fast  someone  can  run;  in 
fact,  he  or  she  may  not  have  to  be  able  to 


run  at  all  in  order  to  possess  genius  in  the 
virtual  realm  created  by  this  system. 

Violence  Is  Inherent  in  the 
Traditional  System  of  War 

Clausewitz  posited  that  violence  is  the 
"first-born  son  of  war.”13  Because  of  this  in¬ 
trinsic  violence,  a  military  genius  must  pos¬ 
sess  both  physical  and  moral  courage. 
Cyberspace,  however,  does  not  embody  or 
employ  violence  in  the  traditional  sense. 
Destruction  can  occur,  but  it  is  neither  per¬ 
manent  nor  unrecoverable.14  Destruction  in 
cyberspace,  therefore,  does  not  equate  to 
death  and  defeat.  Unlike  physical  war,  cyber¬ 
space  is  not  only  the  medium  but  also  the 
message.15  Media  theorist  Marshall  McLuhan 
suggested  that  advanced  technological  com¬ 
munication  mediums,  such  as  the  Internet 
or  telecommunication  systems,  have 
evolved  into  their  own  messages  to  share 
with  the  world.  Furthermore,  McLuhan  the¬ 
orized  that  evolutions  in  communication 
systems  would  lead  to  the  creation  of  a 
global  network  or  village.16  An  enemy  can¬ 
not  permanently  destroy  cyberspace  or 
eliminate  a  cyber  opponent  because  they 
have  become  too  entrenched  in  McLuhan's 
global  village,  with  layers  of  redundancies 
and  ever-increasing  dependencies  on  the 
cyberspace  system.  This  lack  of  violence 
and  death  enables  potential  commanders  to 
do  something  that  Clausewitz  deemed  im¬ 
possible:  purposely  discover,  learn,  and  de¬ 
velop  genius. 

The  initial  opportunity  to  develop  cyber 
genius  could  occur  during  development  of 
the  CPG  system.  A  CPG  truly  attractive  to  a 
variety  of  participants  would  need  to  em¬ 
brace  cutting-edge,  "massively  multiplayer 
online  role-playing  game”  (MMORPG)  tech¬ 
nology  with  real-world  implications  and  ap¬ 
plications.  The  US  government  needs  to  re¬ 
cruit  software  developers  on  par  with 
Blizzard  or  Nintendo  programmers  in  order 
to  develop  a  viable  CPG.  It  could  do  so  by 
using  the  "Goldcorp  Challenge."17  That  is, 
DOD  leaders  could  propose  the  challenge  of 
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developing  a  viable  CPG  on  par  with  the 
MMORPG  World  of  Warcraft  or  the  virtual 
world  Second  Life,  offering  a  lucrative  cash 
reward  along  with  an  implementation  con¬ 
tract  for  the  winning  format.  During  the  de¬ 
velopment  stage,  an  integrated  product 
team  could  be  established  to  allow  both 
DOD  and  non-DOD  personnel  to  exchange 
ideas  and  concepts.  The  process  could  re¬ 
sult  in  increased  understanding  among  all 
parties  as  well  as  an  interesting  and  effec¬ 
tive  simulation. 

The  notion  that  one  can  learn  genius  re¬ 
sembles  Alan  Kay's  theory  that  manipulation 
of  "ideas  through  the  medium  of  the  com¬ 
puter  would  transform  the  way  one  thinks.”18 
Through  a  CPG  system's  iterative  process, 
participants  would  learn  from  the  system 
and  from  one  another— a  method  of  teaching 
and  learning  posited  by  Palmer  in  which  the 
"amateurs”  learn  about  the  "object”  from 
each  other,  allowing  them  to  become  "know- 
ers”  instead  of  remaining  amateurs.19  Com¬ 
munities  of  participants  or  knowers  could 
exchange  ideas  and  information  in  efforts  to 
overcome  CPG  challenges  in  this  ideagora. 
The  mass  collaboration  among  participants 
and  CPG  developers  would  benefit  the  indi¬ 
viduals  involved,  their  respective  organiza¬ 
tions,  and  the  system  itself. 

As  technology  advances,  a  CPG  could 
evolve  into  an  artificial  intelligence  system 
and  thus  become  another  form  of  cyber  ge¬ 
nius  in  its  own  right.  As  the  system  interacts 
with  human  participants,  the  CPG  could 
adapt  to  human  responses  and  craft  even  more 
challenging  scenarios.  Again,  the  chess  world 
has  already  demonstrated  this  possibility 
with  the  development  of  IBM’s  Deep  Blue 
computer,  which  defeated  world  chess  cham¬ 
pion  Garry  Kasparov  in  1997,  the  first  time  a 
computer  had  beaten  a  top-ranked  human 
competitor.20  (The  Elo  system  had  ranked 
Kasparov  number  one  in  the  chess  world.) 
This  concept,  known  in  the  gaming  world  as 
"botting,"  already  exists  as  prosumer  gamers 
develop  code  to  allow  automated  systems  to 
engage  in  game  play  and  maximize  the  hu¬ 
man  participant's  performance.21  As  Kay  has 
theorized  and  as  this  new  generation  of  com¬ 


puter  programmers  has  exploited,  a  learning 
system  "should  immediately  extrapolate  and 
simulate  an  idea,  offering  the  user  a  vision 
of  new  worlds  and  possibilities  of  his  or  her 
own  thinking.”22  The  CPG  would  give  partici¬ 
pants  a  chance  to  learn,  individually  or  in 
groups,  and  would  rank  them,  based  on  their 
abilities,  while  continually  expanding  its  ca¬ 
pabilities.  The  process  could  continue  as 
long  as  the  US  government  employs  the  sys¬ 
tem,  offering  US  leaders  various  options  for 
dealing  with  potential  cyber  threats.  Context 
would  shape  content  within  the  CPG,  limited 
only  by  human  imagination.  The  CPG  could 
enable  humans  "to  create  things  that  could 
or  couldn't,  should  or  shouldn't,  exist.”23 

Conclusion 

Within  the  cyber  realm,  virtual  reality 
replaces  the  physical  realm,  and  the  tradi¬ 
tional  knowledge  structure  has  shifted.  Vio¬ 
lence,  the  most  obvious  aspect  of  traditional 
war,  does  not  dominate  cyberspace  conflict. 
Younger  generations  possess  the  knowledge 
and  experience  in  cyber  applications  that 
senior  leaders  and  commanders  often  lack. 
CPGs  allow  commanders  to  wage  actual  cy¬ 
ber  war  with  near-instantaneous  feedback 
on  successes  and  failures,  speed,  clarity, 
and  coup  d’oeil  while  tapping  into  the  expe¬ 
riences  and  knowledge  of  their  younger 
subordinates.  Genius  could  reveal  itself 
through  this  iterative  process  of  in-depth 
study  of  past  performances,  tests,  and  evalu¬ 
ations.  CPGs  would  allow  for  continuous 
assessment  of  potential  cyber  commanders 
and  mitigate  the  physical  demands  of  tradi¬ 
tional  warfare.  Similar  to  the  Elo  system  of 
chess  ranking,  the  CPG  could  assign  rank¬ 
ings  to  participants,  based  on  their  perfor¬ 
mance  within  the  system.  Without  physical 
constraints,  genius  could  arise  from  various 
backgrounds.  Younger,  physically  or  men¬ 
tally  handicapped,  elderly,  or  overweight 
people;  a  collection  of  individuals;  or  artifi¬ 
cial  intelligence  itself  could  all  develop 
their  own  genius  beside  able-bodied  mili¬ 
tary  or  nonmilitary  leaders.  Encouraged 
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and  embraced  by  their  senior  leaders, 
younger  generations  can  step  forward  to 
become  subject-matter  experts. 

The  cyber  realm  frees  humanity  from 
physical  realities  associated  with  traditional 
war.  Within  cyberspace,  death  is  not  final. 
The  discovery  of  cyber  genius  does  not  de¬ 
pend  upon  actual  war;  CPGs  using  an  Elo- 
styled  ranking  system  could  quickly  discern 
between  commanders  with  and  those  with¬ 
out  cyber  coup  d’oeil.  CPGs  could  also  con¬ 


tinuously  evaluate  personnel  who  over¬ 
come  challenges  more  effectively  while 
improving  the  performance  of  all  partici¬ 
pants.  Just  as  Clausewitzian  genius  could 
arise  only  on  battlefields,  so  can  cyber  ge¬ 
nius  emerge  only  within  the  cyber  realm. 
Thus,  the  search  for  that  genius  should  take 
place  not  on  the  battlefield  but  within  the 
cyber  domain  itself.  © 

Maxwell  AFB,  Alabama 
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